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Abstract 
    Electronic commerce based on mobile 
agents in distributed application is 
expanding from the simple notion of 
electronic store to the notion of virtual 
enterprises. A distributed transport protocol 
to provide concurrent support for different 
real time and electronic commerce 
applications on transport protocol is 
proposed. The electronic commerce based 
on mobile agents in distributed application 
transport protocol is specified and its 
performance is derived within the field of 
quality of service support for distributed 
electronic commerce systems by mobile 
agents.  
    This paper presents electronic 
commerce based on mobile agents in 
distributed application transport protocol 
architecture for distributed electronic 
commerce systems which includes a general 
protocol layer for the transport of electronic 
commerce objects. The proposed protocols 
are based on specify the synchronisation 
requirements of electronic commerce 
applications. After presenting transport 
protocol shown how we have been used to 
design the general electronic commerce 
architecture whose transport layer is based 
on the concept of a partial order connection, 
an extension of the classical connection 
oriented as TCP and connectionless as UDP 
transmission concepts. The most of the 
work has been within tile context of 
individual architectural layers such as the 
distributed system platform, operating 
system and network. 
    Mobile agent effect of the real time 
protocol on data users is evaluated and it is 
shown that while real time users obtain 
delay constrain service, the total channel 
utilization is also improved when compared 
to a standard network in which both data 
and real time users access the channel. We 
proposed the development of electronic 

commerce based on mobile agents in 
distributed application architectures which 
incorporate quality of service configurable 
interfaces and quality of service driven 
control and management mechanisms 
transport architectural layer. 
 
Keywords: Mobile agent, Distributed 
electronic commerce systems; Electronic 
commerce information; Electronic 
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1. Introduction 
 
    Electronic commerce based on mobile 
agents in distributed application need for 
supporting transmission of real time or 
periodic type traffic on communication 
networks has gained large attention. Local 
area network systems, in general, have been 
traditionally viewed as being incapable of 
carrying electronic commerce and high 
speed real time traffic due to data rate and 
protocol limitations. However, the emerging 
high speed Ethernet versions, on the other 
data rate demands and resources seem to 
match quite well for many practical 
scenarios. Therefore, appropriate integrated 
transport protocols are needed that (i) 
support several classes of real time traffic 
and (ii) compatible with the original data 
only protocol so that on an integrated 
electronic commerce services stations with 
integrated functionality can coexists with 
standard data only stations.[1][2][4][5] 
   Mobile agents, in the past, a few such 
integrated protocols have been proposed, 
analysis and implemented to support a 
single-class application. [3][8][10][11][16] 
Mobile agents Meeting quality of service 
guarantees in distributed electronic 
commerce systems is fundamentally an 
end-to-end issue, that is, from 
application-to-application. Consider, for 
example, the remote user in the distributed 
system platform, quality of service 
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assurances should apply to the complete row 
from the remote server across the network 
to the points of delivery. This generally 
requires end-to-end admission testing and 
resource reservation in the instance, 
followed by careful co-ordination of disk 
and thread scheduling in the end-system, 
packet/cell scheduling and flow control in 
the network, and finally active monitoring 
and maintenance of the delivered quality of 
service. A key observation is that for 
applications on the transfer of electronic 
commerce, and in particular continuous 
flows, it is essential that quality of service is 
configurable, predictable and maintainable 
system, including the end-system devices, 
communications subsystem and networks. 
Furthermore, it is also important that all 
end-to-end elements of distributed systems 
architecture work to achieve the desired 
application level behavior.[7][11][13][15] 

The last phase led to the general 
electronic commerce architecture that has 
been design to the network and end-system 
communications resources, the end-to-end 
delay, and to fulfill the electronic commerce 
temporal requirements. [9][10][12][14][16] 
    These ideas were implemented in the 
contest of a generic system and the related 
general architecture will finally be 
discussed. 
 

2 The Electronic Commerce Mobile 
Workflow Agent 

 
    In the environment described so far, 
useful information and services necessary to 
achieve a business goal reside at various 
servers of different enterprises that need to 
be dynamically linked to form a VE.  In 
our framework, the task of linking the sites 
and hence their relevant services forming a 
multi-organizational workflow is 
accomplished by mobile agents called 
workflow agents. Agents be dynamically 
dispatched and can roam from one server to 
another based on their mission and acquire 
new knowledge from the visited servers. 
The information carried in the agents may in 
turn spawn other agents or terminate 
previously created agents. In this section, 
we describe how agents identify the most 
appropriate sites, glean the relevant 
information front the huge data repositories 
at these sites and employ the services 

available at these sites to complete the 
objective of the dynamic workflow in a 
resource efficient and cost effective manner. 
   One has to describe the different QoSs 
of complex electronic commerce objects 
and in particular their synchronization 
requirements in the temporal requirements 
between the different media sub-objects. It 
will also be shown that it is simple and easy 
to relate these logical and time requirements 
to electronic commerce presentations. 
 
 2.1 Agent System Architecture 
 
   Each site in the environment can be both 
a service requester and a service provider 
and maintains a service or information agent. 
A service repository contains descriptions of 
agents offered services by its site and agents 
of other service providers and their services. 
We also assume the existence of trading 
serves which in addition to offered services, 
they store requested services in their 
repositories. Both provided and requested 
services we specified as workflow views. In 
accordance to their authentication, agents 
initiated by a site or by another site may use, 
modify and delete service descriptions 
   To achieve its function an agent is 
associated with a set of data that describe its 
mission and roaming and advertising 
strategies, its scope and authentication 
credentials. Depending on its type, the 
metadata elements may be specified by the 
user or derived from the application and 
possibly constructed as a set of conceptual 
relations. The user must restrict the roaming 
and advertising strategy to a specific domain. 
Similarly, the nature of the application may 
impose strict authentication and filtering 
policies to achieve stronger security and 
guard against potential intrusions. Formally, 
an agent can be defined as follows: 
 

agent = (mission, profile, target, 
non-target, strategy) 

 
The mission (< type) >) specifies the type of 
agent (service provider or service requester) 
and service advertisements. An ad is 
specified as a workflow view representing a 
service along with the associated set of 
preconditions and constraints. An agent can 
dynamically change its mission by 
decomposing a workflow view into several 
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smaller views and delegating some of them 
to another agent or dropping them, or by 
expanding a workflow view incorporating 
opportunities, omitted activities and data. 
Whether or not an agent is able to change its 
mission depends on the profile of the agent. 
Duration with each transition or with each 
place of the net, in the latter case, which is 
the one considered here, this value indicates 
the time a token has to remain in the place. 
The electronic commerce object produced 
on site A must be sent to site B, through a 
wide area network, using such protocols.  
Two main approaches have been proposed 
to design new electronic commerce 
communication systems. 
 The first one, called ILP, is based on 
the use of a simple network protocol, such 
as IP.  On top of IP, the electronic 
commerce protocols needed by a given 
application are implemented in the 
application code, e.g. at the user level.  
This allows advanced application 
developers to define the most appropriate 
protocols for their specific applications and 
to optimally tune the corresponding 
software.  Nevertheless, each user that 
implements and application has to develop 
or select the appropriate communication 
software: no common end-to-end service is 
provided to the users.  We call this 
approach “Network-Aware Applications” 
(NAA) as each application directly uses in 
the best possible way, the existing network. 
 The second approach, takes a different 
view.  It is based on the design of an 
advanced communication layer that 
integrates and handles, as much as possible, 
different electronic commerce requirements.  
This approach leads to a communication 
layer which is more general and more 
complex than the common UDP-TCP 
transport layer.  The interest of this 
approach is that the application user 
software becomes much simpler to 
implement because the communication layer 
provides the advanced functions needed by 
the electronic commerce applications; the 
users do not need to directly design and 
implement them.  We call this approach 
“Application-Aware Networking” (AAN).  
As will be seen, this second approach needs 
to generalize the common important present 
protocols, UDP and TCP, which become 
specific cases within a large set of protocols 

resulting from the AAN approach. 
    The profile specifies the behavior of an 
agent, first it describes its authentication 
credentials and identify its site and 
application of origination.  Second it 
describes its itinerary and rules for 
identifying servers and for modifying its 
itinerary. These rules also include 
termination criteria. Third, it describes how 
the workflow views in the mission are 
manipulated. In the case of a service 
provider, these rules include dissemination 
criteria whereas in the case of service 
requester, these rules include acquisition 
criteria. Fourth, it describes cost comparison 
strategies to aid negotiation and rates that 
define negotiation requirements and contract 
establishment.  
   Agents can be categorized into two 
broad types based on the strategy parameter. 
These are pro-active versus reactive agents. 
Pro-active agents conduct groundwork in 
anticipation of the requirements of 
workflow that will be invoked in the future. 
For instance these agents could conduct a 
systematic search for secondary and tertiary 
sources or service providers. These 
information sources/service providers could 
be of different types. Note that pro-active 
agents have the potential of providing fast 
workflow execution if appropriate 
groundwork has been completed before the 
invocation of the workflow. Further, the 
pro-active agents may be programmed to be 
automatically re-launch their actions 
periodically to obtain up-to-date information 
about service availability, and log changes 
in the environment. The periodicity of these 
actions depend on the availability of 
computing and networking resources. 
Reactive agents on the other hand, are 
invoked only when a specific workflow is 
initiated.  At any given time, the system 
could have a mix of reactive and pro-active 
agents depending on the availability of 
resources. 
    Agents may be created dynamically by 
a workflow and invoked, possibly 
repeatedly, during the execution of the 
workflow. In the following section, we 
describe the overall system architecture to 
support the agent-based framework- 
 
3.1. Agent System Architecture 
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    The system architecture to support 
agent-based dynamic workflow should 
address the basic issues of how to organize 
the resource space flexibly and dynamically 
to make the implementation of a 
large-scaled infrastructure feasible. The 
architecture must allow the system's 
structure and interactions between agents 
and servers to evolve over time in 
accordance with usage patterns.  
    Service advertising and agent roaming 
strategies, capture the interactions between 
agents and servers and promote service 
advertising, filtering, and information 
archiving in a user and context sensitive 
subgroups so as to reduce the amount of 
overhead required to locate a server and 
limit the interaction to particular groups of 
servers which are most likely to assist 
effectively in the execution of the workflow. 
Capabilities must be provided to allow the 
agents to plan their roaming itinerary in the 
most effective way by continuously seeking 
to construct virtual links among themselves 
and potential seven based on the metadata 
that describe the content and type of their 
mission. The advertising and recruiting 
strategies specified by the profile, and the 
context within which the workflow task is 
being undertaken. support negotiation 
between agents and servers so that their 
collaboration is achieved in the most 
effective way. To achieve these objectives, 
the proposed architecture naturally draws 
upon existing components of an internet 
work, including name servers, 
authentication servers and routers, and adds 
now components, namely agent managers, 
agent credential authenticators, and agent 
communication servers. 
    Agent managers at different networks 
cooperate to provide the basic mechanisms 
and capabilities to support the interaction 
between servers and agents. Agent 
authenticators verify and validate the 
credentials of the agents, such as the identity 
of the agent originator, the network address 
where the originator resides and possibly the 
name and address of author authorities 
sanctioning entities. The agent 
communication server handles 
communication and group formation among 
agents and servers to facilitate their 
cooperation toward efficiently executing the 
steps of the workflow. The overall structure 

and functional level decomposition of the 
proposed architecture, we briefly discuss the 
function and services provided by each of 
these components. 
 
 3.1.1.  From UDP and TCP connections to 
POCs. 
 
 Let us now consider transport 
protocols to transfer electronic commerce 
objects.  Electronic commerce objects 
consist of different media having different 
QoSs. For instance, some of the business 
may require fully reliable transmission, as 
for instance small parts of images or entire 
frames may be lost.  Furthermore, from 
Section2, the requirements of the objects 
should be deduced from the previously 
given Petri net based models.  
    In a set of elements used in building 
QoS into distributed electronic commerce 
systems is described. This includes QoS 
principles which govern the construction of 
a generalized QoS framework, QoS 
specification which captures 
application-level QoS requirements, and 
QoS mechanisms which realize the desired 
application end-to-end QoS behavior. 
 The fundamental idea t this point is to 
notice that a Petri net is a partial order (PO), 
i.e. a PO can be derived from any Pertri net 
however, not all POs correspond to Petri 
nets.  Then the second idea is to analyze 
UDP and TCP with respect to this PO.  If 
the modes are adequate, i.e. if electronic 
commerce objects are partial orders, then 
different objects imply different partial 
orders.  It follows that the set of objects 
can be related to the set of POs, which is a 
lattice having as extra no order and total 
order. 
 It is now easy to extend the previous 
formal models to give to users a way of 
defining their requirements in terms of 
reliability.  It is for instance easy to 
characterize a place by a simple reliability 
figure, a Boolean, 0 or 1, meaning that the 
information related to this place can or 
cannot be lost. Of course more complex 
possibilities may be defined. 
 
3.1.2.  Agent System Architecture 
 
The system architecture to support 
agent-based dynamic workflow should 
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address the basic issues of how to organize 
the resource space flexibly and dynamically 
to make the implementation of a 
large-scaled infrastructure feasible. The 
architecture must: 
 
· allow the system's structure and 
interactions between agents and servers to 
evolve over time in accordance with usage 
patterns, service advertising and agent 
roaming strategies, 
 
· capture the interactions between agents 
and servers and promote service advertising, 
filtering, and information archiving in a user 
and context sensitive subgroups so as to 
reduce the amount of overhead required to 
locate a server and limit the interaction to 
particular groups of servers which are most 
likely to assist effectively in the execution 
of the workflow. Capabilities must be 
provided to allow the agents to plan their 
roaming itinerary in the most effective way 
by continuously seeking to construct virtual 
links among themselves and potential seven 
based on the metadata that describe the 
content and type of their mission. The 
advertising and recruiting strategies 
specified by the profile, and the context 
within which the workflow task is being 
undertaken. support negotiation between 
agents and servers so that their collaboration 
is achieved in the most effective way. 
    To achieve these objectives, the 
proposed architecture naturally draws upon 
existing components of an internet work, 
including name servers, authentication 
servers and routers, and adds now 
components, namely agent managers, agent 
credential authenticators, and agent 
communication servers. 
    Agent managers at different networks 
cooperate to provide the basic mechanisms 
and capabilities to support the interaction 
between servers and agents. Agent 
authenticators verify and validate the 
credentials of the agents, such as the identity 
of the agent originator, the network address 
where the originator resides and possibly the 
name and address of author authorities 
sanctioning entities. The agent 
communication server handles 
communication and group formation among 
agents and servers to facilitate their 
cooperation toward efficiently executing the 

steps of the workflow. The overall structure 
and functional level decomposition of the 
proposed architecture is depicted. In the 
following sections, we briefly discuss the 
function and services provided by each of 
these components. 
 
3.1.3. The basic parameters 
 
 As a consequence, electronic 
commerce communications can take benefit 
of partial order but also of partial reliability 
provisions to improve their performance. 

It appears that the untimed Petri net of 
these models (i.e. the Petri net obtained 
when deleting the time values) represents a 
partial order between the places, i.e. 
between the sub-objects of the electronic 
commerce object. 

As there is a lattice of partial orders, a 
lattice of corresponding partial order 
protocols exist in the R-POC segment.  It 
follows that the partial order of a protocol 
can be selected to be the one defined by the 
Petri net. The partial order defining the 
electronic commerce object precisely 
defines the partial order electronic 
commerce protocol for this object.  As a 
first and fundamental consequence, 
electronic commerce POCs can be directly 
and easily linked to electronic commerce 
objects. 
 
 3.1.4. Basic behavior 
 
    A number of QoS principles motivate 
the design of a generalized QoS framework: 
integration principle states that QoS must be 
configurable, predictable and maintainable 
traverse resource modules over all 
architectural layers to meet end-to-end QoS. 
Flows as CPU, memory, electronic 
commerce devices, network, etc. at each 
layer from source media devices, down 
through the source protocol stack, across the 
network, up through the receiver protocol 
stack to the devices. Each resource module 
traversed must provide QoS configurability 
based on a QoS specification, resource 
guarantees provided by QoS control 
mechanisms and maintenance of ongoing 
flows; 
 It will now be shown that POs are able 
to properly transfer electronic commerce 
objects.  To illustrate the interest of a 
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transport POC, let us consider first PO 
together with full reliability.  Let us 
assume that each place (to which a 
sub-object is associated) corresponds to a 
service data unit (SDU) to be sent by the 
user of the communication layer.  For 
example if the sender will send the SDUs 
sequentially, using the sequence: 1; 2; 3; etc.  
Let us now assume that SDU 1 is lost.  If a 
TCP CO (totally ordered reliable) protocol 
is used, then retransmission occurs and, 
using a go-back-N procedure, the following 
SDUs are not saved: the sequences have to 
be retransmitted, which uses bandwidth and 
increases delay.  Note that if a go-back N 
procedure is not used, the SDUs have to be 
saved in the receiving transport entity a 
waiting ordered delivery to the user, which 
increases memory resources and also delays. 
 As shown sub-objects 1, 2, … n are 
not totally ordered. For instance, as 1 and 2 
are in parallel, there is no required order 
between them: receiving 1 before 2 or 2 
before 1 is acceptable, without any 
consequence to the user. 
 If the receiving entity knows that 
places 1 to n are in parallel. It is able to 
know that these SDUs can be delivered in 
any order: if SDU 1 is lost, SDUs 2 to n can 
be delivered as soon as they are received 
instead of being saved ore retransmitted 
again. 
 This is precisely what partial order 
protocols do and it follows that POCs need 
less bandwith reduce the amount to buffers 
and furthermore give shorter delays to the 
applications.  Note that this approach is 
very general, as it is based on a formal 
modeling of the electronic commerce 
objects. 
 We note that Pos can be implemented 
in the NAA approach or using the AAN 
approach.  The layered AAN approach will 
be considered there, where the POCs 
provide to applications a service is 
application independent, but can be easily 
parameterised by passing the required 
partial order as an application parameter. 
 Of course, in any case, such and 
approach needs to define the requirements 
in terms of a well defined, application 
dependent formal model, to make the 
requirements very precise. 
 
3.1.5. Method 

 
    The separation principle states that 
media transfer, control and management are 
functionally distinct transport protocols 
architectural activities. The principle states 
that these tasks should be separated in 
architectural QoS frameworks. One aspect 
of this separation is tile distinction between 
signaling and media-transfer. Flows which 
are isochronous in nature generally require a 
wide variety of high bandwidth, low latency, 
non-assured services with some form of 
jitter correction. On the other hand, 
signaling which is full duplex and 
asynchronous in nature generally requires 
low bandwidth, assured-type services; 
transparency principle states that 
applications should he shielded from the 
complexity of underlying QoS specification 
and QoS management. An important aspect 
of transparency is the QoS-based API at 
which desired QoS levels are stated.   
 Implementing a POC implies that the 
partial order and the partial reliability must 
be known by the communicating entities 
implementing the protocol.  In order to 
deliver the SDUs to its user in an acceptable 
order, the receiving entity must know the 
required partial order and reliability.  In 
case of a missing SDU, it may have to ask 
for retransmission and store the SDU for 
postponed delivery in case of sequential 
delivery. 
 In order to establish the adequate POC, 
it is proposed that the application passed the 
Petri net model of the electronic commerce 
object a PO and a partial reliability to the 
sending entity.  The latter will transmit this 
information, when establishing the partial 
connection, to the remote receiving entity as 
a connection parameter. 
 Upon receiving it, the receiving entity 
then builds a local representation of the 
model including the partial order and 
reliability information, and uses it to accept 
the SDUs and deliver them to the user.  
Of course, the corresponding SDUs are 
delivered not necessarily in the order in 
which they have been sent, however always 
in an order compatible wit the agreed partial 
order. 
 
3.2.  A new electronic commerce transport 
protocol architecture 
 



 7 

 Let us now consider and end-to-end 
architectural view of the POC by relating it 
to the ISO transport layer. 
 This section presents an architecture 
for electronic commerce transport protocols 
and shows how to design such an 
architecture using the AAN approach. 
 It seems now clear that the best 
end-to-end transport design architectures are 
the ones that use the underlying network in 
the most efficient way.  As different 
electronic commerce component have 
different types of QoS requirements, and 
effective use of the under lying network 
means the use of different QoSs, i.e. 
different connections providing different 
QoSs. 
 A electronic commerce objects can be 
decomposed into different sub-objects, each 
having a given QoS.  The set of all QoSs 
define a set of media connections.  As 
media connections may take different routes 
and as network may lead to different delays, 
the transferred object may be 
desynchronised.  Upon receiving it, the 
remote entity has to correctly resynchronise 
and deliver it. 
 In the architecture, a given connection 
transfers the SDUs corresponding to a given 
QoS, and the role of the POC is to menage 
these media connections and their electronic 
commerce synchronisation. 
 In the general case, each media 
connection contains a media transport 
protocol, which needs to be high speed for 
video sequences.  The POC handles the 
error control, the synchronisation and the 
delivery of the SDUs to the transport users: 
this POC transport layer is in charge of 
controlling all transmission errors according 
to the agreed partial reliability and partial 
order. 
 Inside this new transport layer, shows 
the untimed Petri net model which is used to 
control the electronic commerce transfer. 
 Let us now show why partial reliability 
and order imply the delivery of the SDUs as 
early as possible. 
 Let us assume that a given media 
transport connection C ahs a reliability 
parameter R.  This parameter can be 
defined in several ways. Consider here for 
simplicity that R is defined by a simple 
integer value, the maximum number of 
SDUs that may be consecutively lost in 

sequence.  This means that if the number 
of lost SDUs is less or equal to R no action 
is taken; if it is greater than R, the protocol 
has to perform appropriate recovery actions. 
 Two types of delivery controls exist: 
 (a) With separate business control. 
This control involves two sub-layers. In the 
first sub-layer, each media connection 
possesses its own transport protocol. Each 
media protocol, which must be partially 
reliable, may be implemented using, for 
instance, and extension of XTP. In this case 
each media transport protocol handle 
control and recovery of lost SDUs. The 
second sub-layer, including the partial order 
model, i.e. the PO model sub-layer, enforces 
the order the synchronisation between the 
different connections. It does not deliver a 
SDU received on a transport connection if 
its delivery is forbidden by a SDU of 
another connection which preceed the latter 
according to the given partial order and not 
yet received on this other connection. 
 (b) Grouped business control. More 
efficient, it will be considered now and 
illustrated below by an example. 
 This type of per group of business 
control, which leads to earlier delivery, 
considers the electronic commerce 
connection as an integrated object having no 
sublayer.  Each media connection is 
sequential and controlled by a partial order 
which handles, at the same time, error 
control and order control.  To make the 
delivery more efficient, the general partial 
order transport protocol now delivers a 
given SDU on a connection Ci as soon as 
possible, by considering all media 
connections.  In particular, it will deliver a 
SDU even if its delivery generates the loss 
of one or more SDUs on another connection 
or on other connections, but only if this loss 
is acceptable with respect to the QoS of the 
corresponding connection. 
 As demonstrated by an example below 
a given SDU belonging to a given 
connection Ci will be delivered according to 
Ri. The reliability of Ci, and may even be 
delivered if its delivery implies a loss of one 
several SDUs on another connection Cj, 
provided that the target reliability Rj is 
satisfied.  In this case a not yet delivered 
SDU(s) may be forced to be lost if an 
ordering constraint implies that it cannot be 
delivered after the first SDU.  This permits 
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the early delivery and he early indication of 
the losses, as in the following example. 
 The advantage of first indicating the 
loss what we have implemented will 
become clear in the next section. 
 We note that this protocol delivers the 
SDUs at the earliest dates: as a fundamental 
consequence, it provides the best delay and 
jitter values. 
 Finally, in complex applications, 
several POC electronic commerce 
connections may be needed.  As before, 
each POC electronic commerce connection 
will be defined by a partial order and a 
partial reliability.  Different electronic 
commerce POCs will have to be instantiated, 
possibly corresponding to different, 
independent electronic commerce objects, 
just like an application may use several TCP 
connections. 
 
3.3.  Agent Manager 
 
  The main purpose of an agent manager is 
to facilitate the establishment of logical 
structures to support collaborative sessions 
between agents and servers. Agent managers 
form a multicast group and communicate on 
a common information channel to advertise 
the profiles of their associated servers and 
assist agents in identifying suitable servers 
for the execution of a task, 
When an agent manager receives an agent 
advertising the service profile of a server, it 
first authenticates the agent and its 
associated server. The agent manager then 
extracts the server's profile inforfnation in 
order to determine the use the advertised 
service based on the profiles of the local 
agents and the recent execution contexts of 
workflows.  
    On the other hand, if the agent manager 
determines that no match exists between the 
agent query and currently available service 
profiles. If the number of selected servers 
does not meet the minimum number of 
servers required by the underlying 
application, the agent initiates a procedure 
to seek new servers. To achieve this the 
agent progressively visits the neighboring 
agent managers, the closest neighbor first 
and the neighbors of the neighbors, etc.  
During this trip, the agent itself may carry 
advertising information about its local 
servers to neighboring agent managers. 

 
3.3.1 Agent Group Communication Server 
 
    Depending on the underlying 
application, the interaction between agents 
and servers may require provision for 
multicast capabilities and efficient 
managertwnt of multicast group addresses. 
These groups are short lived and usually last 
for the duration of the workflow execution. 
Consequently, an efficient scheme to 
manage dynamic allocation of multicast 
addresses in the agent framework is an 
important design issue that need to be 
addressed. While the Internet protocol suite 
provides a number of proposals for 
multicast protocols, but these do not address 
the issue of dynamic allocation of Rroup 
addresses. The main objective of the agent 
group communication server is the dynamic 
allocation of multicast addresses in support 
of group communication among agents, 
agent managers and servers. 
    The benefits of transparency are that it 
reduces the need to embed functionality in 
the application. The hides the detail of 
underlying service specification from the 
application and it delegates the complexity 
of handling QoS management activities to 
the underlying framework; multiple 
timescales principle guides the division of 
functionality between architectural modules 
and pertains to the modeling of control and 
management mechanisms.  
 A nice consequence of this approach is 
that the application has no longer to wait for 
the end of the maximum time interval in 
case of lost frames.  Furthermore, no new 
error or losses are introduced by the 
application itself and the application proved 
to be able to recover from such short delays. 

 
4.  Implementation Plan 

 
We are planning on building a prototype 

of a dynamic workflow system that 
integrates workflow with mobile agents 
implementing our notion of agents. As a 
first step, we plan on using a mobile agent 
technology developed that secure 
communication. 
  An mobile agent applet is a lightweight 
mobile Java object approximately 2 
kilobytes. If the mobile agent m equipped 
with database capabilities and Java 
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Database Connectivity (JDBC) Drivers, 
they become DBMS mobile agent that can 
connect to a remote data sever and collect 
data and performed updates. An mobile 
agent applet carries along its program code, 
state, unique identification, and query trip 
plan as it moves from host to host. If there 
are any communication problems, such m a 
host failure, the trip plan allows the agent to 
try alternate hosts and solutions. A host 
interacts with an agent by utilization agent 
server program. The java program listens for 
incoming agents and provides a context in 
which they can resume their suspended 
execution. Agents can be created, talk to one 
another, move from host to host, and be 
disposed of at any time. 

  Our preliminary implementation plans 
consist of developing the agent prototype 
over agents. incorporating the advertising 
strategies and dynamic selection of 
workflow segments and adding efficiency 
enhancing features such as multicasting. 
This will prove to be relatively easier since 
several features of agents such as migration 
between hosts are already available in the 
agent technology. Furthermore we can 
concentrate our efforts on the interactions 
between the workflow system and agents. 
 
5. Conclusion 
 
 This paper presents a architecture for 
designing distributed electronic commerce 
systems.  The proposed approach is based 
on the use of a formal model that describes 
the complex synchronisation requirements 
of a general electronic commerce object. 
    We have described a framework to 
enable the efficient operation of a virtual 
enterprise (VE) composed of multiple 
distributed workflows. The major goal of 
this paper was to develop a framework that 
enables the automatic establishment of a VE 
and maximizes the sharing of useful 
information between the various 
components of the VE without human 
intervention as done in previous strategies. 
The core of our approach is based on mobile 
agents referred to as agents.  Agents are 
dynamically created on a need to basis and 
roam a specified relevant area of the 
workspace to gather new information and 
facilitate cotinections between related 
workflow. 

    Although other models could have 
been used, it has been shown that Petri net 
based OCPNs and TStreamPNs were able to 
nicely express timed synchronisation, to 
support the partial order connexion (POC) 
concept, and to develop a new electronic 
commerce transport architecture, which has 
been called application-aware networking. 
    This approach leads to the definition of 
a partial order communication service 
provided by a so-called partial order 
connection. A corresponding protocol can be 
derived which uses the electronic commerce 
object model for its control. Current work 
addresses Hierarchical Time Stream Petri 
nets to derive new communications 
architectures more adapted to hypermedia 
objects.  Efficient implementations of high 
speed electronic commerce POC transport 
protocols on top of ATM networks are also 
being developed.  Finally, extensions of the 
present proposal are under investigation in 
order to include sophisticated negociations 
and renegociations of the POs. 

 Our work is related to the work on 
adaptive, evolving and migrating workflow. 
In particular migrating workflow share the 
same underlying idea with our work, 
treating a static workflow specification as 
incomplete and attempt to dynamically 
expand it by migrating the execution of the 
workflow front one service site to another 
until it achieves its goal. They also suggest 
the use of mobile agents as a potential 
implementation infrastructure. 

Currently, we are investigating different 
negotiation strategies and contract 
establishment methods as part of the 
refinement of our framework. The response 
time and network utilization for an office 
type environment using the proposed 
protocol were evaluated and were shown to 
be significantly better than those obtained 
by using protocol. 
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