
Toward Reliable Service Management in
Message-Oriented Pervasive Systems

Chun-Feng Liao, Student Member, IEEE, Ya-Wen Jong, and Li-Chen Fu, Fellow, IEEE

Abstract—Reliability is one of the key challenges of pervasive systems. Numerous message-oriented architectures and service

discovery protocols have been proposed to support service management in pervasive systems. Nevertheless, few researches have

been done to improve the reliability of pervasive systems. This paper attempts to propose a reliable service management framework by

formally defining a message-oriented service application model and protocols that facilitate autonomous composition, failure detection,

and recovery of services. Proposed approaches are realized by constructing a developer’s toolkit that enables rapid-prototyping of

services. We evaluate the proposed approach by first proving the reliability property and then conducting experiments on recovery rate

and performance. The results show that the recovery rate can be greatly improved by the proposed approach. Furthermore, the

services developed by using the proposed approach are capable of integrating heterogeneous software/hardware, and can be

deployed in dissimilar sites with little efforts.

Index Terms—Services models, services architectures, services discovery architecture, service systems.
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1 INTRODUCTION

RECENT surge of research on systems in pervasive
environments has given us new opportunities and

challenges. In such systems, services are usually triggered
by contexts which represent the situations of people, places,
time, or devices [8]. As a result, the “event-triggered” nature
of pervasive systems makes the Message-Oriented Pervasive
System (MOPS) becomes a major point of research interest in
recent years [21], [28], [34]. Messaging is an event-based
mechanism that enables asynchronous communication and
loosely coupled integration. Hohpe and Woolf [19] point out
that when compared with other paradigms, messaging is
considered more immediate than file transfer, better en-
capsulated than shared database, and more flexible than
Remote Procedure Call (RPC)-style invocation.

The communications in MOPS is supported by the
Message-Oriented Middleware (MOM). MOM creates a
virtual “software bus” for integrating heterogeneous
message publishers and subscribers, namely, the “nodes.”
The logical pathways between nodes are called “topics.”
Based on this architecture, the system provides services by
chaining nodes and topics together. For instance, A, C, D,
and F in Fig. 1 collectively provide an “adaptive air
conditioner” service. In this service, A is a software adapter
of wireless temperature sensors, C is a context interpreter
that transforms raw data into high-level context data, D
decides the commands to be taken by performing logical
reasoning based on the context data, and F is responsible
for controlling fans or air pumps based on messages
coming from the COMMAND topic. The MOM has several

advantages. First, they come up with simple and intuitive
abstractions of node behaviors. More specifically, all node
behaviors can be reduced to three types (to receive
messages, to process messages, and to send messages).
Second, nodes are easier to “mock” and test. In Fig. 1,
node E can be tested separately without the presence of
node A by using a “mock” node that feeds dummy sensor
messages. In addition, MOM facilitates “separation of
concerns,” that is, since each node is isolated by the topics,
developers are capable of concentrating only on the logic of
the node to be built without worrying about the inter-
ferences with other nodes. Finally, due to the loosely
coupled nature of MOM, failures are isolated. In Fig. 1, if D
fails, the failure is isolated by the topics, either C or F is
aware of the failure.

Despite these advantages, there are still several chal-
lenges when designing MOPS: 1) Contrary to traditional
enterprise systems, nodes in MOPS are highly dynamic
since they can join, leave, or fail at anytime. Given that a
service is a group of collaborating nodes, then composing a
service means to discover, to select, and to activate
appropriate nodes. However, MOM does not provide
mechanisms to maintain and to keep track of the relation-
ship between nodes and services. 2) As pointed out by
Abowd [2] and Edwards and Grinter [10], “reliability” is
one of the key challenges of pervasive systems. In this
paper, we define the term “reliability” as the ability of a
system to detect failed components and then to recover
them from failure states eventually. MOM supports failure
isolation, but neither failure detection nor recovery is
addressed. 3) In typical pervasive environments such as
Smart Homes, the people setting up and maintaining the
systems are consumers with little technical knowledge. The
solutions to such challenges have to make the system as
autonomous as possible. The reliability challenge is a
typical example: the system without autonomous failure
detection and recovery capabilities may frustrate users
from time to time, since they are hardly able to pinpoint the
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sources of all failed services and to recover them. It follows
from what has been discussed that the following features
are of crucial importance for MOPS: 1) an autonomous
service composition framework that is capable of discover-
ing, selecting, and activating nodes spontaneously; and 2) a
failure detection and recovery mechanism that is aware of
service failures. Such mechanism describes how to detect
failed nodes and then how to recover the failed service by
either replacing the failed node by alternative node or
restarting the failed node autonomously. In the following,
we use the term “reliable service management” to refer to
the two features mentioned above.

The objective of this research is therefore to design a
reliable service management framework for MOPS under
the challenges listed above. We begin by defining a service
model, namely, Pervasive Service Application Model
(PerSAM ), which defines key abstractions, data structures,
and a taxonomy of entities (see Fig. 2) in MOPS. The reason
for defining a service model is that MOM only comes up
with the “node” and “bus” abstractions, which are insuffi-
cient to facilitate reliable service management. Based on
PerSAM, we present Pervasive Service Management Proto-
col (PSMP), an application layer reliable service manage-
ment protocol for MOPS. It is important to point out that we
focus on the application layer of the network stack, so that
we do not take protocol issues at lower layers such as the
reliability issues of UDP and IP multicast into account. In
this paper, we describe PerSAM and PSMP by using
Unified Modeling Language (UML) [3] and Communicating
Sequential Processes (CSP) [18]. UML is useful in illustrat-
ing data structures (by using Class diagrams) and interact-
ing flow (by using Sequence diagrams) visually. On the
other hand, CSP is a member of the family of process
algebra and is a widely used mathematical language for
describing distributed and concurrent systems. The benefits
of using the CSP are: 1) the models and protocols can be
specified accurately, 2) it enhances the reproducibility of
PerSAM/PSMP since CSP is more precise than pseudocode
and UML, and 3) it is easier to validate the desired system
attributes formally because of the preciseness of process
algebra (see Section 6.1). As a result, we use UML in this
work to convey high-level concepts, while recognizing that
CSP is useful in increasing preciseness and reproducibility.

2 RELATED WORKS

Pervasive systems are difficult to design and maintain
because of heterogeneous hardware, software, wiring

protocols, and programming paradigms. Moreover, ser-
vices in pervasive environments are highly dynamic.
Therefore, many Service-Oriented platforms have been
proposed to deal with the above problems since the rise
of pervasive computing. They can be classified into two
categories: process-centric and data-centric [39].

In the process-centric style, the distributed components
collaborate by invoking sequences of remote calls. The flows
of calls are controlled by programs, which search services in
a centralized service registry and invoke services in a
synchronized way. The Context Toolkits [30] and Service-
Oriented Context-Aware Middleware (SOCAM) [14] fall
into this category. The Context Toolkits attempts to address
context issues in pervasive systems. In Context Toolkits,
contexts are gathered by the context widgets as well as from
context aggregators, and then they are turned into situa-
tional information by the context interpreter. The commu-
nicating messages between distributed entities are encoded
by using XML in a proprietary way. SOCAM aims to
provide an ontology-based rapid prototyping platform of
services in pervasive environments. Holloway et al. [17]
propose a pervasive platform based on the Representational
State Transfer (REST) [11] architectural style. REST borrows
the design philosophy from the World Wide Web by
abstracting everything as resources labeled by Universal
Resource Identifier (URI), which can be manipulated with
standard HTTP methods such as GET or POST. RESTful
platforms can be categorized to process-centric style. The
major difference between RPC-based platforms and RESTful
platforms is that instead of keeping track of states in remote
procedures, the RESTful platforms transfer and update state
information to and from remote resources. Due to the
synchronous and centralized nature of process-centric style,
the process-centric platforms suffer from many reliability
issues. First, the distributed components of these platforms
are usually tightly coupled: they are usually bound to a
static network address. Hence, the components must start in
a strict order. Moreover, if a service consists of a chained call
sequences, all intermediates must be restarted when one of
them fails. The failed services are hard to recover because all
components must be shut down and then be restarted in a
strict order. Finally, the distributed components commu-
nicate synchronously. Hence, service provider and service
user both must be ready to communicate at the same time.
The caller gets stuck when the callee fails or when it is
highly loaded.

Recently, more loosely coupled and asynchronous data-
centric styles such as Tuple-space (TS) [13] and MOM are
proposed. TS is essentially an associative virtual shared
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Fig. 2. A taxonomy of PerNode.

Fig. 1. The Message-Oriented Pervasive System.



memory storing serialized objects. Distributed clients can
read, write, or take serialized objects from TS server.
Lifestreams [12] is a time-based architecture for managing
electronic documents, which stores documents in the TS
server. The EventHeap [21] is a TS-based platform that
primarily focuses on interactive workspaces (smart office).
The EventHeap includes a set of standard messaging
formats and several applications composing of heteroge-
neous software and hardware. LIME [28] is a Java-based TS
middleware that provides an abstraction layer supporting
mobile computing environments. TS and MOM have
similar advantages, that is, easy to integrate heterogeneous
hardware/software and failure isolation. However, they are
two different architectures from the technology’s point of
view: TS is a way to access shared information across
multiple concurrent clients, whereas MOM focuses on
message delivery. More concretely, TS combines the
concepts of centralized database and message delivery
together. TS can simulate the event-driven feature of MOM,
however, it tends to be less efficient as they are generally
implemented using a remote accessible shared memory,
which uses locks with read/writes to entries. Moreover, TS
tends to store serialized objects, which is usually a penalty
on performance and interoperability. MIRES [34] is one of
the few pervasive systems based on MOM. It is designed
mainly for Wireless Sensor Networks (WSN). However,
MIRES focuses on the gathering of contexts, and doesn’t
address reliability issues or how to compose services by
grouping nodes of MOM.

As mentioned earlier, a service composition framework
that is capable of discovering, selecting, and activating
nodes is critical in pervasive systems. Many discovery
protocols have been designed to support these features.
Among them, Jini [20], Simple Service Discovery Protocol
(SSDP), which is part of UPnP [38], SLP [32] and Salutation
[31], have been discussed most widely. SSDP differs from
other protocols in that it uses a more decentralized
approach which is preferred in a pervasive environment.
Current discovery protocols generally expect application to
initiate recovery [7]. Hence, these discovery protocols
provide few supports for failure detection, and none of
them supports autonomous failure recovery. In this paper,
we present a reliable service management framework,
which carries out the recovery part and hence relieves
considerable load from the application developers.

Context awareness allows a system to adapt to changing
situations. Strang and Popien [36] report that five common
approaches are used in context modeling: key-value,

markup scheme, graphical, object-oriented, logic-based,
and ontology-based. ContextServ [33] is a platform for
context-aware Web Services based on ContextUML [29], a
UML-based graphical context-modeling language. Strang
and Popien also report that ontology-based approach is
most expressive and fulfills most of requirements in their
evaluation. The system proposed by [14], [15], [16], [27] fall
into this category. Recently researchers are also interested in
how to apply context-aware concepts to large-scale dis-
tributed systems [37]. In this work, we focus our attention
on reliable service management. We use key-value context
model in PerSAM/PSMP to gain higher focus. More
discussions on related issues can be found in Section 7.

3 SERVICE MODEL

In this section, we will focus our attention on PerSAM.
Several acronyms and notations are used throughout this
paper to keep the presentation concise, which are summar-
ized in Tables 1 and 2.

In PerSAM, the term “PerNode” refers to a basic logical
software entity in MOPS. Note that we will use “PerNode”
or “node” interchangeably in the following discussions. We
divide PerNodes into two categories: the Manager Nodes
and the Worker Nodes. Manager Node is designed for
administrative purposes. Pervasive Service Manager (PSM)
and Pervasive Host Manager (PHM) are both Manager
Nodes, which are responsible for managing a Pervasive
Service and a Pervasive Host (PH), respectively. On the
other hand, Worker Nodes are basic useful functional units.
We further classify Worker Nodes into three categories
according to their behaviors: Sensor Nodes, Actuator
Nodes, and Logic Nodes. Taking Fig. 1 as an example, A
and B are Sensor Nodes, which are connected to gateways
of sensors and the sensed data are sent to the SENSOR
topic. Similarly, C and D are Logic Nodes that encapsulate
logics of message processing.

The computing device on which a PerNode are deployed is
called a Pervasive Host. The procedures of installing a
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PerNode on a Pervasive Host are: 1) placing binaries of the
node in a directory, and 2) registering its metadata so that it is
manageable. After being installed, a node enters INSTALLED
state. Next the node is loaded into memory, starting in
DORMANT state. Note that although a DORMANT node
does not perform any message-processing task, it still issues
heartbeat and is “discoverable” by discovery protocols. A
node goes into in ACTIVE state when it is activated. An
activated node can receive, process, and send messages.
Similarly, nodes can be removed from memory by a “shut-
down” operation, or fall back to DORMANT state by a “rest”
operation. The formal definitions of PerNode and Worker
Node are as follows, which are depicted in Fig. 3:

Definition 1 (PerNode). A PerNode p 2 P is an atomic stateful
entity in MOPS, where P is the universe of PerNodes in the
system, and state 2 fINSTALLED; DORMANT; ACTIVEg is an
attribute of p.

Definition 2 (Worker Node). A Worker Node w 2W is a
PerNode that encapsulates a unit of application logic, where W
is the universe of Worker Nodes in the system. In addition to
the attributes inherited from PerNode, a Worker Node has
three additional attributes: node type nt 2 NT , where NT is
the universe of node types in the system, capabilities, and
heartbeat period (hbp), which specify the functional category,
capabilities of the Worker Node, and the heartbeat rate of the
node, respectively.

3.1 The Pervasive Communities

A Pervasive Community is a logical organization of nodes.
There are two kinds of Pervasive Communities: 1) the
Pervasive Service (PS) consists of one or more nodes that
collectively provide a service to user, and 2) the Pervasive
Host refers to a group of nodes that colocate in the same
computing device. Each community has a Manager Node
that keeps track of its members. In other words, each PS has

a PSM and each PH also has a PHM. A Worker Node can
join several PSs at the same time. Considering an example
depicted in Fig. 4, node A is a member of the “Adaptive Air
Conditioner” PS (ps1) as well as the “Sensor Map” PS (ps2)
at the same time.

Let us denote the PSM of a Pervasive Service ps as mps

and the Worker Nodes that join ps as a set Wps 2 2W , where
2W is the power set of W . Considering ps1 in Fig. 4, we have
mps1 ¼ PSM1 and Wps1 ¼ fA;C;D; Fg. The Service Tem-
plate STps 2 2NT is predefined by service designers. Each
STps specifies required node types that comprise ps. For
example, in Fig. 4, STps1 ¼ {Temperature Sensor,

Context Interpreter, Indoor Temperature Con-

trol Logic, Air Conditioner}. To compose a Perva-
sive Service ps, mps first finds the best w 2W such that
w:nt ¼ nt for each nt 2 STps. The definition of “the best”
depends on a user-defined selecting function (see Table 3).
The default selecting function is First Come, First Select
(FCFS), but it can be substituted by more sophisticated ones.

Before ps is successfully composed, some Worker
Nodes of required types nt 2 STps are still missing. Let
us denote the set of node types of missing Worker Nodes
as MTps. Formally:

MTps ¼ fntjnt 2 STps;:9w 2Wps : w:nt ¼ ntg: ð1Þ

In the previous example, assuming thatWps1 ¼ fC;D; Fg,
thenMTps1 is {Temperature Sensor}, because the missing
Worker Node A is of the type “Temperature Sensor.” In the
beginning of service composition, since there are no Worker
Nodes found, thus we have Wps1 ¼ � and STps1 ¼ {Tem-
perature Sensor, Context Interpreter, Indoor

Temperature Control Logic, Air Conditioner}. It is
easy to observe from this example that MTps � STps. It is
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Fig. 3. The structure of a PerNode and a Worker Node.

Fig. 4. The Pervasive Service communities.

TABLE 3
The Operations of a Pervasive Service Manager



worthy to point out that MTps ¼ � implies that ps is
successfully composed and that ps is alive if and only if all
w 2Wps are in ACTIVE states. From this observation, we are
able to define the liveness of a Pervasive Service.

Definition 3 (Liveness of a Pervasive Service). A Pervasive
Service ps is alive if and only if the following statement holds:

MTps ¼ � ^ 8w 2Wps; w:state ¼ ACTIVE: ð2Þ

To detect possible failures of affiliating Worker Nodes, a
PSM (mps) keeps track of timestamps of previous heartbeats
tw for each w 2Wps in a vector of timestamps Tps, where
tw 2 Tps and jTpsj ¼ jWpsj. Based on the above discussions,
we can formally define a Pervasive Service as follows:

Definition 4 (Pervasive Service). A Pervasive Service ps is a
tuple:

ps ¼ mps; STps;MTps;Wps; T psh i; ð3Þ

where mps is PSM of ps, STps 2 2NT is the Service Template,
MTps � STps is set of missed types, Wps 2 2W is the set of
Worker Nodes join ps, and Tps is a vector of timestamps that
records the previous heartbeat time for each w 2Wps.

In similar way, we can now present the structure of a
Pervasive Host. Each PH is composed of a set of Worker
Nodes, whose life cycles are managed by a PHM. The PHM
and its affiliating Worker Nodes locate in the same device.
Therefore, a PHM is able to detect the node states, to load
and to shutdown Worker Nodes. In Fig. 5, there are three
PHs: A and B belong to ph1 since they are deployed in the
same device; similarly, C, D, and F belong to ph2; the ph3
has single member E. Note that ph1, ph2, and ph3 are
managed by PHM 1, 2, and 3, respectively. The definition of
a Pervasive Host is as follows:

Definition 5 (Pervasive Host). A Pervasive Host ph is a tuple:

ph ¼ hmph;Wphi; ð4Þ

where mph is the PHM of ph, and Wph is the set of Worker
Nodes that currently locate on ph.

3.2 The Pervasive Managers

The responsibilities of a PSM are as follows:

1. To compose a PS according to Service Template
STps. As mentioned in Section 3.1, when there are

many qualified candidates, PSM first stores them in
a candidate list denoted W �

nt and then selects the best
one by invoking the predefined selecting function.

2. PSM monitors all w 2Wps. Once PSM observes that
a Worker Node does not heartbeat for longer than a
predefined threshold, it emits a “suspect” message
for that node.

3. PSM can add to or remove community members
from PS.

4. PSM is responsible for keeping the PS alive.

In case PS is not alive, PSM attempts to recompose PS. As
depicted in Fig. 6, there are six operations in PSM used to
support the above-mentioned responsibilities. The input
parameters, return values, definitions, and explanations of
these operations are revealed in Table 3. Fuller discussion of
how these operations work will be presented in the Section 4.

On the other hand, PHM is an agent that administrates
nodes located in the same computing device. The tasks of
PHM include monitoring and maintaining local Worker
Nodes, loading local Worker Nodes from the file system
into memory, and killing the failed Worker Nodes that do
not emit heartbeat messages. It is important to point out
that the task of discovering community members is faster
and more reliable for PHM than for PSM, since no network-
based communications are involved. The life cycles of
Worker Nodes deployed in the same PH can be altered by
the PHM locally. As indicated in Fig. 6, PHM contains two
operations. The Shutdown operation removes a local Work-
er Node from memory. Similarly, the Load operation loads
a local Worker Node into memory. The input parameters,
return values, definitions, and explanations of these
operations are shown in Table 4. Notice that the Install

and Uninstall operations are invoked when a Worker Node
installed to or uninstalled from a computing device.

4 FACILITATING RELIABLE SERVICE MANAGEMENT

IN MOPS

In this research, we realize PerSAM/PSMP by extending
UPnP, a home networking protocol standard (ISO/IEC
29341) [38]. The reason for choosing UPnP is three fold: 1) it
is one of the few dynamic service discovery protocols that
do not need a dedicated and centralized service registry [7],
which is more feasible for reliable service management.
2) UPnP is independent of platform and programming
languages. 3) UPnP is a widely used and well-known
standard. SSDP takes charge of service discovery in an
UPnP network. By default, SSDP operates based on
HTTPMU (HTTP over UDP multicast). HTTPMU uses IP
multicast, which is supported by most network switching
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equipments. IP multicast forwards packets to a group of
interested receivers via a set of predefined virtual IP
addresses. Therefore, SSDP does not need a centralized
server since the multicast service is carried out by the
underlying infrastructure. SSDP extends HTTP by two
HTTP methods: NOTIFY and M-SEARCH. SSDP consists of
three primitive actions: 1) ssdp:alive: announces the
presence of a node, 2) ssdp:byebye: announces that a node
has left the network, and 3) ssdp:discover: attempts to find a
node that meets the type specified in ST (Search Target)
header in a M-SEARCH message. The matched devices then
reply by a HTTP Response message.

UPnP specifies a Device Architecture. An UPnP Device
consists of a set of UPnP Services, and each UPnP Service
comprises several UPnP Actions. A node that is capable of
invoking UPnP Actions is called a Control Point, which can
also be embedded in an UPnP Device. In this work, we
implements PerNode based on UPnP Device Architecture
(see Fig. 7). More precisely, each PerNode Device consists of
an UPnP Service, the PerNode Life-Cycle Management
Service, which manages PerNode life cycle by using three
UPnP Actions (Activate, Rest, and Shutdown). Manager
Nodes (PSM and PHM) are special types of PerNode
Devices because they contain a Control Point. The reason
for this design is that a Control Point is capable of invoking
UPnP Actions of remote PerNodes to manage their life
cycles. It is important to point out that despite the similarity
in their names, the UPnP Services are different from
Pervasive Services: an UPnP Service always embedded in
an UPnP Device, while a Pervasive Service is a virtual
community that consists of a group of nodes.

4.1 Presence Announcement, Leave
Announcement, and Life-Cycle Management

Before we proceed, let us first take a look at some basic CSP
syntax. CSP uses the form P ¼4 e! R to describe the
behaviors of a Process P , which first takes part in an
event e, and then behaves like process R. Parameters can be
passed to a process by enclosing with square brackets. For
example, in P ½x� ¼4 fðxÞ ! R, the x enclosed by square
brackets is passed to the function fðxÞ in the right hand

side. In CSP, c!m denotes an output event, in which a
message m is emitted through network channel c. In similar
way, c?m denotes an input event, in which a message m is
received through channel c. A special process SKIP
denotes a process that terminates without error. Table 5
summarized the CSP notations used throughout this paper.
Let us now return to PSMP. In PSMP, Presence Announce-
ment (PA) and Leave Announcement (LA) can be formally
described as follows:

PA½p� ¼4 m̂!ssdpalive½p� ! SKIP; ð5Þ

LA½p� ¼4 m̂!ssdpbyebye½p� ! SKIP: ð6Þ

In (5), PA sends an “ssdp:alive” to the multicast channel
m̂ to announce the presence of the node p, and then
terminates. The same syntax applies to the definition of LA
except that the message is “ssdp:byebye.” Based on (5) and
(6), we can now define Life-Cycle Management (see
Protocol 1). The Life-Cycle Management protocol (LM)
enables Manager Nodes to change states of nodes remotely.

Protocol 1 (Life-Cycle Management). A Life-Cycle Manage-
ment protocol changes state of PerNode according to incoming
calls to UPnP Actions. A function NewState is used to
decides new state based on the current state and the action
being invoked. If a node is changed to INSTALLED state, it
performs a leave announcement

LM½p� ¼4 t̂?call! ifðcall:action ¼ shutdownÞ
then LA½p�;NS½p� else NS½p�;

ð7Þ

NS½p� ¼4 p:state :¼ NewStateðp:state; call:actionÞ
! LM½p�:

ð8Þ
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In (7), t̂ is a call channel to a UPnP Action from remote
Manager Nodes, the notation call denotes an incoming call to
UPnP Actions, and “;” is used to concatenate two sequential
processes. The “:=” symbol assigns values to variables.

4.2 Service Composition

The purpose of service composition is first to find appro-
priate Worker Nodes for a PS, and then to ensure that the
chosen nodes are in ACTIVE states persistently. Fig. 8
illustrates the interactions between these nodes when
performing service composition. Whenever the service is
not alive (see Definition 3), the PSM issues a “psmp:dis-
cover” to find PS members (Fig. 8, step 1) to initiate a service
composition. Finding qualified Worker Nodes by simply
issuing an “ssdp:discover” causes low degree of support
and low composition sustainability [23]. The reason is that
“ssdp:discover” only discovers nodes that are already
loaded into memory (i.e., in DORMANT state or in ACTIVE

state). To put it another way, the nodes that are in
INSTALLED state do not respond to PSM. A typical case is
that for a newly booted system, nearly all nodes are in
INSTALLED states. Hence, few services can be successfully
composed in this circumstance. PSMP deals with the
problem mentioned above by defining a new “psmp:dis-
cover” action. This action is issued by PSM to perform
“eager loading” of nodes. In simple terms, when PHM
receives “psmp:discover,” it loads all qualified local nodes
that are in INSTALLED state. Once the qualified nodes
become DORMANT, they will send presence announcements
so that PSM will be able to discover them (Fig. 8, step 3-5).
The “psmp:discover” can discover nodes that are not
loaded, therefore it solves the problem mentioned above.
The behavior of PSM in service composition is formally
defined below.

Protocol 2 (PSM Service Composition). A PSM Service
Composition (SCPSM ) is initiated whenever the Pervasive
Service is not alive. For each node type in MTps, PSM issues a
discovery message (m-search) to the multicast channel (m̂) and
then performs PSM Service Selection (SSPSM , see Protocol 5),
formally

SCPSM ½ps� ¼4 ifð:ServiceAliveðÞÞ
then

a
nt2MTps

m̂!ssdpmsearch½nt� ! SSPSM ½ps�

else SCPSM ½ps�:

ð9Þ

In (9), the
‘

operator is a shorthand for iteration. For
instance,

‘
nt2MTps P means that a process P executes one

time for each nt 2MTps. Upon receiving a discovery
message, a qualified Worker Node responses with a message
in which describes its accessing information (Fig. 8, step 1.1
and step 3). Protocol 3 describes the behavior for Worker
Node in service composition. In (10), ûpsm represents a UDP
unicast channel corresponding to the searching PSM.

Protocol 3 (Worker Node Service Composition). A Worker
Node Service Composition ðSCW Þ examines incoming dis-
covery messages. If there is a match in its node type, then it
sends an response message ðssdprespÞ indicating its accessing
information via the UDP unicast channel ðûpsmÞ correspond-
ing to the source of the discovery message

SCW ½ps� ¼4 m̂?ssdpmsearch½psm; nt� !
ifðw:nt ¼ ntÞ then ûpsm!ssdpresp ! SCW ½w�
else SCW ½w�:

ð10Þ

Meanwhile, PHM is responsible for discovering IN-

STALLED nodes. Upon receiving a “psmp:discover,” PHM
compares the node type against local INSTALLED nodes
(Fig. 8, step 3). If there is a match, then PHM loads the node,
causing it enters the DORMANT state (Fig. 8, step 4).

Protocol 4 (PHM Service Composition). A PHM Service
Composition (SCPHM ) examines incoming discovery mes-
sages. According to the specified node type, a PHM iteratively
match against local nodes and then load the matched node into
memory (i.e., DORMANT state). It also emits a response
message for the matched node

SCPHM ½ph� ¼4 m̂?ssdpmsearch½psm; nt�
!
a
w2ph

LS½w; psm; nt; ph�

ifðw:nt ¼ ntÞ then ûpsm!ssdpresp ! SCW ½w�
else SCW ½w�;

ð11Þ

LS½w; psm; nt; ph� ¼4

ifðw:nt ¼ nt ^ w:state ¼ INSTALLEDÞ
then LoadðwÞ ! ûpsm!ssdpresp ! SCPHM ½ph�
else SCPHM½ph�:

ð12Þ

In (12), Load is an operation of PHM (see Table 4). PSM
selects and activates Worker Nodes for a PS. The protocol
for PSM Service Selection and Activation is shown below:

Protocol 5 (PSM Service Selection and Activation). A PSM
Service Selection protocol (SSPSM ) examines responses from
Worker Nodes. For each response, PSM add the node into a list
of candidates for a specific node type (W �

nt). After MTps being
empty, PSM selects the best ones for each node type according
to a user-defined selecting function. After that, it executes
PSM Service Activation (SAPSM )
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SSPSM ½ps� ¼4 û?ssdpmsearch½w�
! ifðMTps ¼ �Þ

then
a

nt2STps
AddðSelectðW �

ntÞÞ
! SAPSM ½SelectðW �

ntÞ; ps�

� �

else

ifðw:nt 2MTpsÞ
then MT :¼MT � w:nt
!W �

nt :¼W �
nt þ w! SSPSM ½ps�

else SSPSM ½ps�

2
6664

3
7775;

ð13Þ

SAPSM ½w; ps� ¼4 t̂?call½activate� !W �
nt

:¼ �! SCPSM ½ps�:
ð14Þ

In SAPSM , PSM invokes an UPnP Action (activate) of the
selected Worker Node, and then reset W �

nt. After all Worker
Nodes in a PS are activated, the PS becomes alive.

4.3 Failure Detection and Recovery

To keep a PS alive, all affiliating Worker Nodes must be in
ACTIVE state lastingly. If one of them fails, then the PS
becomes unavailable. Therefore, PSM has to be aware of
the failures of Worker Nodes first (Failure Detection) and
then resumes or substitutes the failed ones (Service
Recovery). As noted in Section 1, we use the term “reliable
service management” to refer to the mechanism that
enables a system to detect failures and to recover from
failures autonomously. Having clarified the semantics of
reliability, we are now able to formally define a Reliable
Pervasive Service.

Definition 6 (Reliable Pervasive Service). A Pervasive
Service ps is reliable if and only if the following statement holds:

}FailðwfÞ ) }:ServiceAliveðÞ ^ }ServiceAliveðÞ; ð15Þ

where wf 2Wps is a failed Worker Node, and FailðwfÞ
represents the fact that wf fails.

The symbol } is used to denote “eventually” and the
symbol ut to denote “always” in the logic statements. These
symbols are borrowed from Temporal Logic [24]. Note that
}:ServiceAliveðÞ happens before }ServiceAliveðÞ; there-
fore, their conjunction is not necessarily false.

In this section, we present protocols that ensure the
reliability of PS. These protocols are designed based on the
following assumptions.

1. Eventually Correct Local Failure Detector (A1). A
Worker Node stops performing heartbeat eventually
after it fails. This assumption is made in theory for
gaining rigor of the result to be obtained. In most
real cases, this assumption can be fulfilled by
implementation techniques which are platform
dependent. For example, in embedded Linux plat-
forms, the local failure detectors can be implemented
by means of either built-in system monitoring
hardware or “watchdog” services included in
standard kernel packages [40].

2. Perfect-Link Assumption (A2). Since we concen-
trate on application layer in this research work, a
Perfect-Link model is assumed, in which all mes-
sages are guaranteed to be successfully delivered. In

addition, a message does not appear in the network
unless a node sends one. In network layer, this
assumption can be ensured by using reliable multi-
cast protocols such as RMP [41] or SRM [42].

3. Persistent Manager Nodes Assumption (A3). Man-
ager nodes will not experience failure, of which such
assumption is made since we don’t consider the
reliability issues of Manager Node for the time
being. We are recently designing consensus-based
protocols that make the failures of Manager Nodes
detectable and recoverable without centralized
coordinators [22]. When failure detection protocols
for Manager Nodes are absent, one simple yet
effective solution is to use the watchdog services
provided by the underlying platform to detect and to
recover the failed Manager Nodes.

4. Composable Service Assumption (A4). All services
are composable. In other words, for each PS, for all,
there is at least one node of each type exists in the
system. If this assumption is not hold, then it is
impossible to recover the PS.

The PSMP failure detection is shown in Fig. 9. In the

following, we formally define the behaviors of PSM, PHM,

and Worker Node depicted in Fig. 9.

Protocol 6 (Worker Node Heartbeat). A Worker Node

performs heartbeat by emitting PA periodically. The Worker

Node attribute hbp is a predefined interval between each

heartbeat

HBW ½w� ¼4 sleepðw:hbpÞ ! PA½w�;HBW ½w�: ð16Þ

Protocol 7 reveals how PSM emits suspecting message.

There are two processes running in parallel, one for

refreshing Tps and the other for timeout eviction (EVPSM ).

In (17), k is used to combine two parallel processes. In

Protocol 7, Refresh, Timeout, and Remove are operations of

PSM (see Table 2).

Protocol 7 (PSM Node Suspecting). PSM Node Suspecting

protocol checks if there is an affiliated node stops performing

heartbeat. If PSM does not receive any heartbeat for more than

a predefined interval, it sends a suspecting message indicating

a possible node failure

NSUPSM ½ps� ¼4
m̂?ssdpalive½w� ! RefreshðwÞ
! NSUPSM ½ps�

" #

k EVPSM ½ps�;
ð17Þ

EVPSM ½ps� ¼4a
w2Wps

if TimeoutðwÞ
then RemoveðwÞ ! m̂!psmpsuspect½w�

� �

! EV PSM ½ps�:

ð18Þ

After a node is suspected, PHM stops the node and then

sends a leave announcement on behalf of it (Fig. 9, step 5).

These operations are described as follows:

Protocol 8 (PHM Shutdown Suspects). PHM Shutdown

Suspect protocol stops the suspected nodes according to the
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incoming suspect messages. The PHM also emits LA on behalf

of the suspected nodes

SSUPHM ½ph� ¼4 m̂?psmpsuspect½w�
! if ðw 2WphÞ

then
ShutdownðwÞ
! LA½w�;SSUPHM ½ph�

� �
else SSUPHM ½ph�:

ð19Þ

After a failure is detected, PSM is aware that the service
is not alive, since ServiceAlive returns false. Thus, accord-
ing to Protocol 2, a new service composition procedure is
then triggered to recover the PS. Finally, we can define
PSMP by composing the above protocols together. The
reliability of PSMP will be validated in Section 6.1.

Protocol 9 (Pervasive Service Management Protocol).

PSMP is a composite protocol that describes interactions

between PSM, PHM, and Worker Nodes to realize reliable

Pervasive Services

PSM½ps� ¼4 PA½ps�; ðSCPSM ½ps�kNSUPSM ½ps�Þ; ð20Þ

PHM½ph� ¼4 PA½ph�; ðSCPHM ½ph�kSSUPHM ½ph�Þ; ð21Þ

W ½w� ¼4 PA½w�; ðSCW ½w�kHB½w�kLM½w�Þ: ð22Þ

4.4 Running Scenario

This section summarized the service models and protocols
mentioned above by providing a running scenario that
illustrates service composition, failure detection, and
recovery procedures of PSMP.

Let us consider a four-node Pervasive Service ps1 depicted
in Fig. 4, where STps1 ¼ {Temperature Sensor, Context
Interpreter, Indoor Temperature Control Logic, Air Condi-
tioner}. Initially, Wps1 ¼ � and MTps1 ¼ STps1 ¼ {Tempera-
ture Sensor, Context Interpreter, Indoor Temperature
Control Logic, Air Conditioner}. From Definition 3,
ServiceAliveðÞ ¼ false, so that SCpsm is triggered. For

example, the statement m̂!ssdpmsearch½TemperatureSensor�
indicates that an m-search message is emitted to search nodes
of the type “Temperature Sensor” (refer to Fig. 8, Step 1).
After that, SSpsm is triggered, which listens for the responses
from qualified nodes. Let us assume that node A is a
“Temperature Sensor” node and that it responds to the
discovery request (Fig. 8, Step 2). Given FCFS selection policy
is used, from (10) and (13), node A is selected (Fig. 8, Step 6).
Hence, MTps1 ¼ {Context Interpreter, Indoor Temperature
Control Logic, Air Conditioner} and Wps1 ¼ fAg. In similar
way,mps1 is able to discover node C,D, and F with the node
type Context Interpreter, Indoor Temperature Control Logic,
and Air Conditioner, respectively, and causes MTps1 ¼ �;
Wps1 ¼ fA;C;D; Fg. Finally, according to (13), SApsm is
triggered (Fig. 8, Step 7-8), and thus 8w 2Wps1; w:state¼
ACTIV E. Now that ServiceAliveðÞ ¼ true and that ps1 is
successfully composed.

After ps1 is composed, its affiliating Worker Nodes
perform heartbeats (16) periodically (see Fig. 9, step 1 and
step 2). In (3), there is a set Tps used to store the previous
timestamps of heartbeat for each node. If node A fails, then
node A eventually stops heartbeat, causing (17) to emit a
suspect message against A and MTps1 ¼ fAg (Fig. 9, step 3).
According to (19), upon receiving suspect message, phm1
removes A from memory (Fig. 9, step 4). Finally,
ServiceAliveðÞ ¼ false and then SCpsm is triggered again
in order to recompose ps1. Given that node B is a
“Temperature Sensor” node and that it responds to the
discovery in the first place; then node B is activated and ps1
is recovered.

5 IMPLEMENTATION

We have realized PerSAM mainly by using Java program-
ming language on JDK 6. Some nodes are implemented by
using C# and others using C++. We use ActiveMQ [1], an
open-source MOM as the message exchanging backbone. It
uses a platform independent messaging protocol, and thus
a Pervasive Service can be composed of Worker Nodes that
are implemented by different programming languages. This
ability is important in developing pervasive applications.
There are many CSP-based libraries or toolkits available
such as JCSP [6] and PAT [35]. These tools are valuable in
the design and validation phase of a protocol. However,
they lack of the abilities of performing low level control on
packets (such as SSDP packet modification). In addition,
these implementations are usually alternatives to the
original thread model; it can be dangerous to mix them
with native thread libraries. Consequently, PSMP is
currently implemented by using UPnP libraries, which uses
native network and thread libraries. Specifically, we use
Intel UPnP SDK for C# and C++ based PerNodes, and Java-
based PerNodes are developed based on Cyberlink UPnP.

To facilitate rapid-prototyping, we have built a Java-
based Object-Oriented application framework that provides
design time supports with a set of reusable libraries,
interfaces, and default implementations. One of its distin-
guishing features is that it supports attribute-based pro-
gramming [4]; therefore the code becomes intuitive and
more comprehensible. In addition, we have implemented
drag-and-drop code generation services by a set of
“Interactive Wizards,” which are realized as plug-in
modules of the Eclipse IDE [9].
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6 EVALUATION

In this section, we evaluate the proposed approach of
reliable service management in MOPS, namely, PerSAM/
PSMP. The following sections explain the evaluations with
respect to reliability, recovery capability, performance,
feasibility, and cost.

6.1 Proofs of the Reliability Property

In this section, we prove the reliability property of
PerSAM/PSMP. The objective is to validate that (15) holds
for, which is stated as follows:

Theorem 1. PSMP-based Pervasive Services are reliable.

Before presenting the proof, we define an auxiliary
function � : E ! Boolean that maps an CSP event to a
logical assertion, where E is a set of CSP events. For
example, }�ðeÞ represents the fact that an event e
eventually happens.

Lemma 1. A failed Worker Node does not send any PA after the
failure occurs eventually.

Proof. From (A2), all messages are guaranteed to be
delivered to their sinks; and a message does not appear
in the network unless a node sends one, hence the
following statements hold

�ðc!xÞ ) }�ðc?xÞ ð23Þ

and

:�ðc!xÞ ) }:�ðc?xÞ: ð24Þ

Assume there is a Worker Node wf fails, according to
(A1), (22) and (16) must stop working. From (5), no PA
will be sent from wf after this failure. As a result, we
have

�ðFailðwfÞÞ ) }:�ðm̂!ssdpalive½wf �Þ: ð25Þ

tu
Lemma 2. After wf fails, it will eventually be removed from its

affiliating Pervasive Service ps and a suspecting message with
respect to wf will be sent.

Proof. From (24) and from (25) the following statement holds

}:�ðm̂?ssdpalive½wf �Þ: ð26Þ

Thus, from (17) and from (26), RefreshðwfÞ never
executes after the failure, which causes TimeoutðwfÞ
returns true. Finally, from (18), RemoveðwfÞ and
m̂!psmpsuspect½wf � will occur. To sum up, from (26)

}:�ðRefreshðwfÞÞ ) }TimeoutðwfÞ )
}�ðRemoveðwfÞÞ ^ }�ðm̂!psmpsuspect½wf �Þ:

ð27Þ

tu
Lemma 3. Eventually, the failure of wf will be detected, causing

the PS of wf becomes unavailable.

Proof. By definition, RemoveðwfÞ causes Wps : ¼ Wps � wf ,
thus wf 62Wps. In addition, since wf:nt 2 STps since
originally wf is a community member of PS. By
combining (1) and (9), we have

}�ðRemoveðwfÞÞ ) }wf:nt 2MTps

) }MTps 6¼ �) }:ServiceAliveðÞ:
ð28Þ

By combining (25), (26), (27), and (28), a failure is
eventually detected, namely,

�ðFailðwfÞÞ ) }:ServiceAliveðÞ: ð29Þ

tu
Lemma 4. Eventually, PSM finds alternative nodes by perform-

ing node discovery for the type of wf .

Proof. The results is readily obtained from (9) and (28):

}:ServiceAliveðÞ ^ }wf:nt 2MTps

) }�ðm̂!ssdpmsearch½wf:nt�Þ:
ð30Þ

tu
Lemma 5. Eventually, there must be some alternative nodes of

the type wf:nt that respond to the node discovery.

Proof. It is easy to observe from (23) and (30) that the
following statement holds:

}�ðm̂!ssdpmsearch½wf:nt�Þ: ð31Þ

In addition, (A5) states that 8nt 2 STps, 9w : w:nt ¼ nt.
Since MTps � STps, we obtain the following statement:

8nt 2MTps; 9w : w:nt ¼ nt: ð32Þ

Since wf:nt 2MTps, from (32), there must be at least one
alternative node wr such that wr:nt ¼ wf:nt, in other
words, 9wr:nt ¼ wf:nt. By combining (10), (11), (12), and
(32), we have

8nt 2MTps;

9wr : wr:nt ¼ nt ^ }�ðû!ssdpresp½wr�Þ:
ð33Þ

tu

From (13), (23), and (33), and the definition of Add (see
Table 4),

}�ðû?ssdpresp½wr�Þ ) }�ðMTps :¼MTps � wr:ntÞ
) }MTps ¼ �) }�ðWps :¼Wps [ wrÞ
) }wr:state ¼ ACTIV E:

ð34Þ

From (2) and (33), }ServiceAliveðÞ holds. By combining
(29), (30), (31), (33), and (34), we have

�ðFailðwfÞÞ ) }:ServiceAliveðÞ ^ }ServiceAliveðÞ: ð35Þ

Consequently,we can validate that a PSMP-based Pervasive
Service is reliable.

6.2 Recovery Rate

We employed simulations to study the PS recovery rates of
SSDP and PSMP under different failure rates of Worker
Nodes. The simulation environment consisted of 100 Work-
er Nodes, 10 PSs, and 3 PHs. Each PS consisted of three
Worker Nodes with different node types. Initially, node
types were evenly distributed to the Service Templates and
to the Worker Nodes. After that, all PSs were composed and
made available. In each experiment, Worker Nodes were
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randomly terminated (crashed) according to a failure rate.
For the experiments, hardware failure rate was 40 percent.
That is to say, 40 percent of the failures were hardware or
network interface failures, and thus were unrecoverable by
software-based mechanisms. The experiments were per-
formed 1,000 rounds under each failure rate. The average
percentages of recoverable PSs were then recorded. Figs. 10
and 11 show the influences of Worker Node failure rate on
the PS recovery rates when the number of node types is 25
and 50, respectively. The recovery rates of SSDP dropped
rapidly when the failure rates of Worker Nodes increased.
On the contrary, the recovery rates of PSMP decreased
much slower. The results suggest that PSMP is superior to
SSDP in the recovery capability. It is noteworthy that with
PSMP, significant portion of PSs were able to be recovered
even when the failure rates arrived 100 percent. This is
because SSDP only discovers nodes that are already loaded
into memory (i.e., in DORMANT or ACTIVE state). As
opposed to SSDP, PSMP is capable of discovering the nodes
that are in INSTALLED states via PHMs. The results also
indicate that the number of node types has great impact on
the recovery rate since it affects the number of alternative
node for each node type.

6.3 Performance

We conducted experiments in realistic home network to
study the performance of PSMP. Experiments consisted of
two parts: 1) in the first experiment, the objective is to
measure the turnaround time of service composition under
different service lengths, and 2) experiments on measuring
the recovery time helped us to investigate the trade-offs
between eviction threshold k (see Table 2) and the
recovery time.

All nodes were deployed on Knopflerfish 2.0.1 OSGi
servers, which were evenly distributed over three P4 1 GHz
mini-PCs in the same LAN with 1G bytes memory. The
environment consisted of one PS and three PHs. In each PH
we deploy 50 Worker Nodes, whose node types were
configured so that all PS can be composed successfully. We
obtained the turnaround time of service composition by
measuring the time from the PSM was started to the time

when all required Worker Nodes were activated. After that,
we increased the size of PS and reperformed the tests. The
experiments were performed 100 times under each config-
uration of service length and then the average percentages of
recoverable PSs were reported. The results are shown in
Fig. 12. The turnaround time of service composition
increased linearly when the number of Worker Nodes in
PS increased. In our experiences, most real-world PSs consist
of less than 10 nodes. Hence, we can observe in Fig. 12 that
most real-world PSs require less than 1.2 seconds before it is
available. It is also interesting to note that due to each node
were executed in parallel, the average turnaround time for
each node in a PS decreased as the service length increased.
The second experiment was performed in similar ways with
the previous experiment except that after the PS was
composed, one Worker Node was randomly terminated.
After that, we recorded the time from the Worker Node
failed to the time when the PS is resumed. After that, we
increased the size of PS and reperformed the tests. Fig. 13
indicates the performance of failure detection and recovery.
The results show that the eviction threshold k has great
impact on the recovery time. This is because k determines the
upper bound of failure detection time. If k is set as 500 ms, the
total service unavailable time is less than 2 seconds.

6.4 Feasibility and Costs

We study the feasibility of PerSAM/PSMP by developing
several services, which are deployed in two dissimilar sites.
The details of these services can be found in [25]. These sites
are different in size, partition, appliances, and furnishing.
Due to their dissimilarities, developers have to modify
configuration files for each site in order to deploy services.
However, they do not change the source code. Also notice
that the nodes can be implemented in different program-
ming languages. For instance, the real-time image-proces-
sing components are better implemented with C or C++
while server-side components are usually implemented
with Java language. This interoperability makes PerSAM
highly extensible.

Nevertheless, the proposed approach imposes some costs
and limitations. First of all, the hierarchical architecture
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can be a cost because of the inclusion of Manager Nodes.
The reason for this design is because decentralized failure
detection and recovery such as consensus protocols are
usually not efficient and are less scalable. We suggest a
hybrid architecture that employs a centralized approach for
Worker Node and a consensus-based approach for Manager
Nodes. It is more cost effective when the number of Worker
Nodes is much larger than that of Manager Nodes. Second,
we design PSMP by extending SSDP. Obviously, there are
interoperability costs imposed by this approach. However,
PSMP does not interfere with the traditional UPnP Devices.
This is because the use of “psmp:” headers. According to the
UPnP specification, traditional UPnP Devices do not process
the headers other than “ssdp:”.

7 CONCLUSION

Reliability is one of the most important aspects of a
pervasive system especially when it is deployed in a smart
space such as a smart home. In this paper, we present
reliable service management mechanisms, namely, Per-
SAM/PSMP, to facilitate autonomous service composition,
failure detection, and recovery in MOPS. The proposed
approaches are described formally by using CSP. Because of
these formulations, we have proved the reliability of
PerSAM/PSMP. In [26], we also observe that CSP-based
formulation also makes the analysis of communication
complexity easier. In addition, we have realized PerSAM/
PSMP by constructing a developers’ toolkit, which enables
rapid developments of services in MOPS. The toolkit
consists of a reusable object-oriented application framework
as well as toolkits that enable wizard-based/drag-and-drop
styles of code generation. The experimental studies show
that PSMP has much higher recovery rate than SSDP and is
able to recover significant portions of PSs even when the
failure rate reaches 100 percent. The performance evalua-
tions show that for real-world PSs, service composition and
failure recovery can be performed within 2 and 0.5 seconds,
respectively. Finally, we show the feasibility of the
proposed approaches by developing several PSs based on
the above-mentioned toolkits.

This work concentrates on reliable service management,
and has not touched the context-aware issues in pervasive
systems. Apparently in the future many researches have to
be done to model, store, or manage contexts in PerSAM/
PSMP. It is important to point out that although we use
key-value-based modeling techniques in this work; Per-
SAM/PSMP is designed independent of context model
techniques. We are investigating context and preference
aware service composition based on PerSAM/PSMP [5].
Another possible future work is to take user preferences
and policies into account. Complexity arises when multiple
parties submit conflictive preferences simultaneously. For
example, the preferences of energy saving policies and the
user preferences are very likely to be conflictive. PerSAM/
PSMP can be extended to deal with these conflicts. In this
paper, we assume Manager Nodes never fail. Further
research is obviously required to refine the consensus
recovery methods for PSM and PHM. Besides, in a heavy-
loaded network, UDP is very likely to lose packets thus
causing SSDP to become unstable. Some improvements on
efficiency of PSMP can be found at [26].
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[16] S. Haslinger, M. Jiménez, and S. Dustdar, “Correlation of Context
Information for Mobile Services,” Proc. Int’l Conf. Enterprise
Information Systems (ICEIS ’09), 2009.

[17] S. Holloway, D. Stovall, J.L. Garduno, and C. Julien, “Opening
Pervasive Computing to the Masses Using the SEAP Middle-
ware,” Proc. Middleware Support for Pervasive Computing Workshop,
2009.

[18] C.A.R. Hoare, “Communicating Sequential Processes,” Comm.
ACM, vol. 21, no. 8, pp. 666-677, 1978.

[19] G. Hohpe and B. Woolf, Enterprise Integration Patterns. Addison
Wesley, 2004.

[20] Jini Specification 2.0, Sun Microsystems, 2003.
[21] B. Johanson and A. Fox, “The Event Heap: A Coordination

Infrastructure for Interactive Workspaces,” Proc. IEEE Workshop
Mobile Computing Systems and Applications, 2002.

[22] Y.W. Jong, C.F. Liao, and L.C. Fu, “A Rotating Roll-Call-Based
Adaptive Failure Detection and Recovery Protocol for Smart
Home Environments,” Proc. Seventh Int’l Conf. Smart Homes and
Health Telematics, 2009.

[23] S. Kalasapur, M. Kumar, and B. Shirazi, “Evaluating Service
Oriented Architecture (SOA) in Pervasive Computing,” Proc. IEEE
Int’l Conf. Pervasive Computing and Comm., 2006.

[24] L. Lamport, “The Temporal Logic of Actions,” ACM Trans.
Programming Languages and Systems, vol. 16, no. 3, pp. 872-923,
1994.

[25] C.F. Liao, Y.W. Jong, and L.C. Fu, “Toward a Message-Oriented
Application Model and Its Middleware Support in Ubiquitous
Environments,” Proc. Int’l Conf. Multimedia and Ubiquitous Eng.,
2008.

[26] C.F. Liao, H.C. Chang, and L.C. Fu, “Boosting the Efficiency of the
Reliable Service Management Protocol for Message-Oriented
Pervasive Systems,” Proc. IEEE Int’l Conf. Service-Oriented Comput-
ing and Applications, 2009.

[27] M. Mrissa, C. Ghedira, D. Benslimane, Z. Maamar, F. Rosenberg,
and S. Dustdar, “A Context-Based Mediation Approach to
Compose Semantic Web Services,” ACM Trans. Internet Technol-
ogy, vol. 8, no. 1, 2007.

[28] G.P. Picco, A.L. Murphy, and G.C. Roman, “Developing Mobile
Computing Applications with LIME,” Proc. 22nd Int’l Conf.
Software Eng. (ICSE ’00), 2000.

[29] G.N. Prezerakos, N.D. Tselikas, and G. Cortese, “Model-Driven
Composition of Context-Aware Web Services Using ContextUML
and Aspects,” Proc. IEEE Int’l Conf. Web Services (ICWS ’07), 2007.

[30] D. Salber, A.K. Dey, and G.D. Abowd, “The Context Toolkit:
Aiding the Development of Context-Enabled Applications,” Proc.
SIGCHI Conf. Human Factors in Computing Systems (CHI ’99), 1999.

[31] Salutation Architecture Specification, 1999.
[32] “Service Location Protocol,” v. 2, IETF RFC 2608, June 1999.
[33] Q.Z. Sheng, S. Pohlenz, J. Yu, H.S. Wong, A.H.H. Ngu, and Z.

Maamar, “ContextServ: A Platform for Rapid and Flexible
Development of Context-Aware Web Services,” Proc. IEEE 31st
Int’l Conf. Software Eng. (ICSE ’09), 2009.

[34] E. Souto, G. Guimaraes, G. Vasconcelos, M. Vieira, N. Rosa, and C.
Ferraz, “A Message-Oriented Middleware for Sensor Networks,”
Proc. Second Int’l Workshop Middleware for Pervasive and Ad-Hoc
Computing (MPAC ’04), 2004.

[35] J. Sun, Y. Liu, J.S. Dong, and C.Q. Chen, “Integrating Specification
and Programs for System Modeling and Verification,” Proc. IEEE
Int’l Symp. Theoretical Aspects of Software Eng. (TASE ’09), 2009.

[36] T. Strang and C.L. Popien, “A Context Modeling Survey,” Proc.
Int’l Workshop Advanced Context Modeling, Reasoning and Manage-
ment, 2004.

[37] H.L. Truong and S. Dustdar, “A Survey on Context-Aware Web
Service Systems,” Int’l J. Web Information Systems, vol. 5, no. 1,
pp. 5-31, 2009.

[38] UPnP Device Architecture 1.0, ISO/IEC DIS 29341, 2008.
[39] T. Winograd, “Architectures for Context,” Human-Computer

Interaction J., vol. 16, no. 2, pp. 401-419, 2001.
[40] K. Yaghmour, J. Masters, G.B. Yossef, and P. Gerum, “System

Monitoring,” Building Embedded Linux Systems, second ed., p. 85,
O’Reilly Media Inc., 2008.

[41] B. Whetten, S. Kaplan, and T. Montgomery, “A High Performance
Totally Ordered Multicast Protocol,” Proc. INFOCOM, Apr. 1995.

[42] S. Floyd, V. Jacobson, C. Liu, S. McCanne, and L. Zhang, “A
Reliable Multicast Framework for Light-Weight Sessions and
Application Level Framing,” IEEE/ACM Trans. Networking, vol. 5,
no. 6, pp. 784-803, Dec. 1997.

Chun-Feng Liao received the BS and MS
degrees in computer science from National
Chengchi University in 1998 and 2004, respec-
tively. He is currently working toward the PhD
degree in the Department of Computer Science
and Information Engineering at National Taiwan
University. His research interests are context-
aware and service-oriented architecture for
smart living spaces. He is a student member of
the IEEE and the IEEE Computer Society.

Ya-Wen Jong received the BS degree in
computer science and information engineering
from National Central University in 2007. She is
currently a graduate student in the Department
of Computer Science and Information Engineer-
ing at National Taiwan University. Her research
interests include dynamic service management
architecture for smart living spaces.

Li-Chen Fu received the BS degree from
National Taiwan University in 1981 and the
MS and PhD degrees from the University of
California, Berkeley, in 1985 and 1987, respec-
tively. Since 1987, he has been on the
faculties of both the Department of Electrical
Engineering and the Department of Computer
Science and Information Engineering of Na-
tional Taiwan University. His research interests
include robotics, FMS scheduling, shop floor

control, smart home, visual detection and tracking, and control theory
and applications. He is a senior member of the IEEE Robotics and
Automation Society and the IEEE Automatic Control Society, and
became a fellow of the IEEE in 2004.

LIAO ET AL.: TOWARD RELIABLE SERVICE MANAGEMENT IN MESSAGE-ORIENTED PERVASIVE SYSTEMS 195



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 36
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 36
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 36
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (IEEE Settings with Allen Press Trim size)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [567.000 774.000]
>> setpagedevice


